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1 DISTRIBUTION RULES 
Trafic Light Protocol (TLP) for this report is TLP:WHITE 

The distribution of this report is restricted and labelled TLP:WHITE under the Traffic 
Light Protocol introduced by FIRST.  
 
You can find a detailed description of the color codes in the screenshot below or on the 
FIRST website: https://www.first.org/tlp/ 

 
 

1. TLP:RED = Not for disclosure, restricted to participants only. 
Sources may use TLP:RED when information cannot be effectively acted upon by 
additional parties, and could lead to impacts on a party's privacy, reputation, or 
operations if misused. Recipients may not share TLP: RED information with any parties 
outside of the specific exchange, meeting, or conversation in which it was originally 
disclosed. In the context of a meeting, for example, TLP: RED information is limited to 
those present at the meeting. In most circumstances, TLP: RED should be exchanged 
verbally or in person. 

2. TLP:AMBER = Limited disclosure, restricted to participants’ organizations. 
Sources may use TLP:AMBER when information requires support to be effectively acted 
upon, yet carries risks to privacy, reputation, or operations if shared outside of the 
organizations involved. Recipients may only share TLP: AMBER information with members 
of their own organization, and with clients or customers who need to know the 
information to protect themselves or prevent further harm. Sources are at liberty to 
specify additional intended limits of the sharing: these must be adhered to. 

3. TLP:GREEN = Limited disclosure, restricted to the community. 
Sources may use TLP:GREEN when information is useful for the awareness of all 
participating organizations as well as with peers within the broader community or sector. 
Recipients may share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. Information in 
this category can be circulated widely within a particular community. TLP: GREEN 
information may not be released outside of the community. 

4.  TLP:WHITE  = Disclosure is not limited. 
Sources may use TLP:WHITE when information carries minimal or no foreseeable risk of 
misuse, in accordance with applicable rules and procedures for public release. Subject to 
standard copyright rules, TLP:WHITE information may be distributed without restriction. 

  

https://www.first.org/tlp/
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2 INTRODUCTION 
A FAST-GROWING THREAT 
 

Ransomware is an aggressive type of attack used by cybercriminals. The attackers infect 

several computers of a compromised network with ransomware in order to prevent users 

to access their data until a ransom is paid. The impact can be devastating, companies are 

spending millions to restore business continuity. Some organizations are giving in to the 

demand of a ransom because restoring business continuity is time consuming. 

Ransomware is not a new phenomenon, it exists already for a long time, with a first 

sighting back in 1989. The threat it represents has been growing exponentially for the 

past few years. In addition, we have seen a shift in the modus operandi of cybercriminals 

whom leverage ransomware. Criminals changed their targets from a large base of 

infected users with low ransoms towards fewer higher paying profile targets. 

Given the destructive capabilities of ransomware, it is often difficult to recover logs and 

discover what really happened. Attackers may have stolen intellectual property and 

deploy ransomware to hide their real action on objectives.   

CERT.be would like to take the opportunity of this paper to raise awareness and offer 

advice to defend against ransomware. 

In this report we touch two recent cases, Ryuk and LockerGoga. 
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3 CURRENT LANDSCAPE 
 
The intent of this document is to give a brief introduction about ransomware, general 

techniques, tactics and procedures (TTPs) that are used in a ransomware campaign. This 

document doesn’t give an exhaustive overview of all ransomware families and is limited 

to a small subset of current and active ransomware families. 

The criminal world is comprised of multiple teams specializing in different domains. Some 

teams are more proficient in selling access to a network and other teams rather focus on 

exploiting those accesses to steal intellectual propriety or for financial gain. 

Currently, there are two commonly used methodologies to get access to the victim’s 

network: Remote Desktop Protocol (RDP) brute-forcing and the all-time favorite intrusion 

vector: Phishing. 

Servers that are accessible from the internet with a poorly configured RDP-access are 

widely abused by attackers. Once an attacker can log in, it is just a matter of time before 

the attacker can escalate from user privileges to admin privileges.  

Another popular way to get a foothold in the victim’s network is via a phishing email. A 

well-crafted phishing email and a careless user is in most cases sufficient to gain access. 

Once the attacker has access, he can encrypt the victim’s computer. The security 

community calls this the second stage of an attack. A popular delivery example is the 

Emotet trojan that is primarily spread via spam emails. The infection is delivered either 

via malicious scripts, macro-enabled document files, or malicious links. The Emotet 

malware lures users to click malicious files by using persuasive language about “Your 

Invoice,” “Payment Details,” or possibly an upcoming shipment from well-known 

companies. 

Emotet can steal your contact list, can spread itself throughout the victim’s address list, 

brute force accounts, has C2 capabilities, and finally, it can install other malware, such 

as TrickBot. 

Trickbot, linked with the banking trojan Dyre, was first seen in September 2016. It was 

initially designed to steal credentials and sensitive information such as login credentials, 

banking information and online account data stored in browser sessions. 

However, over recent years, we have seen its capabilities extend modularly to gathering 

information about devices and networks from infected machines. 

After gaining a complete foothold within the network, the attacker can pick the most 

important servers in the organization to inflict the most damage. Attackers have the 

tendency to operate when there is a smaller chance of being detected, for example on 

weekends or after business hours. 

A very active ransomware family, LockerGoga was identified in the Norsk Hydro and 

Altran attack: the attacker gained initial access using stolen credentials to an internet 

facing system and moving laterally trough the network via RDP. 
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The Ryuk ransomware which is a variant of the LockerGoga ransomware has been seen in 

LockerGoga 
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4 LOCKERGOGA 
 
 

The security community assesses with moderate confidence that the threat actor group 

suspected to infect victims with LockerGoga is FIN6, previously well known for targeting 

payment card data. It looks like they shifted their activities towards ransomware in order 

to better monetize their activities. 

LockerGoga targeted amongst others Altran, Norsk Hydro, Hexion and Momentive, all 

large enterprises. Damage is not limited to financial loss; a ransomware can evoke 

collateral damage such as physical damage. A ransomware could lead to injured people in 

case of a compromised controller in the industry sector, or even to serious casualties in a 

medical facility. 

Although it is unclear how the criminals got initial access into the network, the modus 

operandi doesn’t differ much from other intrusions. The attackers use common tools such 

as Metasploit, CobaltStrike or Mimikatz, perform lateral moving throughout the network 

with the intention of getting domain admin credentials. And as a final objective they use 

the Active Directory to spread the Ransomware.  

In the case of LockerGoga, the threat actor group stole legitimate certificates from other 

companies to mimic legitimate antivirus software. They’ve also used a “kill tasks” .bat 

file to deactivate antivirus software, network cards, change the local admin password, 

etc. After encryption the ransom note gets dropped. 

 

The criminal organization FIN6 ( © CERT.be)  
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5 RYUK 
 
 

Ryuk has first been sighted in August 2018 and has since infected many high-profile 

victims such as us newspaper agencies, water companies, cloud hosting companies, … 

Ryuk has a striking resemblance with Hermes, another ransomware used by the Lazarus 

group, a North Korean based threat actor group. Like Hermes, Ryuk will drop and execute 

its payload before covering its tracks by deleting itself. The payload hides by injecting 

itself into processes run by NT/AUTHORITY, taking care to avoid csrss.exe, explorer.exe, 

and lsass.exe. To maximize the damage it can cause, the malware tries to shut down a 

long list of processes and services, such as those associated with security software, 

before it begins encrypting files. And, like Hermes, when Ryuk has finished encrypting a 

computer’s files it attempts to delete any shadow copies, eliminating the ability to 

restore files to a point in time before the attack. 

What makes Ryuk very interesting is its spreading mechanism. Unlike other ransomware, 

it uses Emotet and Trickbot. Some researchers believe that Ryuk would be a last effort to 

extort more money from the target, after exfiltrating data from the system. 

 

Part of the graphical analysis of the Ryuk family (© CERT.be) 
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6 DEFENSES AGAINST 
RANSOMWARE 
CYBER SECURITY HYGIENE 
 

There is no miracle solution when it comes to ransomware protection. Due to the fact 

that the intent of the criminal group deploying ransomware is financial gain, it’s 

advisable to protect your network with a defense-in-depth approach to make it harder for 

the attacker to execute a successful ransomware attack. An attacker will make a profit 

analysis and will lose interest if it takes more time than the ransom it will reap.  

Cyber defenses against ransomwares are also effective to other threats . 

6.1 Backups 

• Backups are the most important aspect for a recovery after an incident 

implicating a ransomware. Backing up every vital file and system is one of the 

strongest defenses against ransomware. If you have to compromise on how much 

backups you can take, assess what is the most critical information for your 

company. 

• All data can be restored to a previous save point. Backup files should be tested 

to ensure data is complete and not corrupted. Testing is very important! 

• Use the rule 3 to 1: 2 different media on site and 1 remote location. Select one 

of them as offline backup. 

• Limit the users that can access your backup. The more isolated, the better. 

• Logs should be part of your backup strategy as well (SIEM, …). 

6.2 Patching 

• Patching your systems won’t prevent an attack but it will drastically increase the 

difficulty for an attacker to spread the malware. 

• Most software used by businesses is regularly updated by the software creator. 

These updates can include patches to make the software more secure against 

known threats.  

• Every company should designate an employee to update software. Fewer people 

involved with updating the system means fewer potential attack vectors for 

criminals. 

• Monthly patching is a must, a phased approach (test than prod) is a nice to have. 

• You should also have an inventory of your assets: a clear view on what exists on 

your network. 
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6.3  Procedures & Awareness 

• Review your incident response process: You should develop a comprehensive 

Incident Response Process to include how to deal with ransomware infections. 

This process should include how incidents are prioritized, recorded, managed, 

remediated, recovered, and escalated where necessary. Think also about 

external communication. 

• Implement a robust cybersecurity awareness training program 

• Run regular phishing tests and educate users. Train users on the importance of 

not being “Click Happy” and how to recognize malspam and phishing. 

• Train your IT staff. 

6.4 Monitoring 

• Monitor for compromised credentials. 

• Monitor Domain Name System (DNS) logs for unusual activity. 

• Improve visibility of security events: SIEM. 

• Implement an Intrusion Detection System/Intrusion Prevention System (IDS/IPS) 

solution. 

• Establish baseline network behavior: know what is normal for your network. 

• Ensure User Access Control (UAC) is enabled on Windows. 

6.5 Network 

• Implement network segmentation: separate users, production, Wi-Fi, … 

6.6 Rights management 

• Limit administrative rights and shares. 

• Use safe, complex passwords. 

• Monitor for compromised credentials. 

• Proper Credential Tracking: Any employee, contractor, and person who is given 

access to systems create a potential vulnerability point for ransomware. 

Turnover, failure to update passwords, and improper restrictions can make 

result in even higher probabilities of attack at these points. 

• Enable the operating system to show file extensions. 

• Disable AutoPlay. 

• Block USB storage. 

• Implement ad blocking software at the network perimeter. 

• Implement threat intelligence. 
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6.7 Emails 

• Enhance email security with DMARC, SPF and DKIM. 

6.8 Endpoint protection 

• Ensure anti-virus software is updated and all features enabled. 

• Disable ActiveX in Office files. 

• Your PC should be configured to not allow executable files to be run from the 

following folders: Appdata, LocalAppData, Temp, ProgramData, Desktop. Test 

your policies before going into prod! 

• Deploy Windows AppLocker: Application whitelisting. 

• Disable macros in Office files. 

• Upgrade to the latest version of Windows. 
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7 PUBLIC FACING OPEN RDP-
PORTS 
 

7.1 Increase of RDP attacks 

The last few months we have noticed a significant increase of ransomware attacks via 

open RDP-ports. Some criminal gangs are specialized in brute forcing RDP-credentials and 

gaining access to the victim’s network via this technique. The access credentials are 

often sold to other criminal gangs who then access the victim’s network, start a recon 

phase followed by the real ransomware attacks. There are incidents known where the 

attackers were present on the victim’s system for about seven months before executing 

the ransomware attack. 

CERT.be assesses (RDP) attacks are a serious threat, and the 

most common initial intrusion vector in ransomware attacks. 

7.2 Defense against RDP attacks 

• Assess the need to have RDP open on systems and, if required, limit connections 

to specific, trusted hosts. 

• Verify cloud environments adhere to best practices, as defined by the cloud 

service provider. After cloud environment setup is complete, ensure that RDP 

ports are not enabled unless required for a business purpose. 

• Place any system with an open RDP port behind a firewall and require users to 

VPN in through a firewall. 

• Perform regular checks to ensure RDP, port 3389, is not open to the public 

Internet. 

• Enable strong passwords and account lockout policies, to defend against brute-

force attacks. 

• Perform regular backups of all systems, in accordance with risk management 

policies, to limit the impact of data loss. Store the backups offline as some 

ransomware is able to encrypt backup files if they are connected to the network. 

Use a backup system that allows multiple iterations of the backups to be saved, 

in case a copy of the backups includes encrypted or infected files. Verify the 

backups are operational. 
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8 APPENDIX 
 

8.1 Sources 

• https://www.crowdstrike.com/blog/big-game-hunting-with-ryuk-another-

lucrative-targeted-ransomware/ 

• https://otx.alienvault.com/pulse/5b7b53caac373e795cccd7d0 

• https://research.checkpoint.com/ryuk-ransomware-targeted-campaign-break/ 

• https://littlefield.co/threes-a-crowd-new-trickbot-emotet-ryuk-ransomware-

16d1e25f72f4 

• https://www.helpnetsecurity.com/2017/05/15/prevent-ransomware-guide/ 

• https://www.cert.ssi.gouv.fr/actualite/CERTFR-2019-ACT-005/ 

• https://www.fireeye.com/blog/threat-research/2019/01/a-nasty-trick-from-

credential-theft-malware-to-business-disruption.html 

• https://www.fireeye.com/blog/threat-research/2019/04/pick-six-intercepting-

a-fin6-intrusion.html 

• https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/ryuk-

ransomware-attack-rush-to-attribution-misses-the-point/ 

• https://www.latimes.com/local/lanow/la-me-ln-times-delivery-disruption-

20181229-story.html 

• https://research.checkpoint.com/ryuk-ransomware-targeted-campaign-break/ 

• https://www.cybereason.com/blog/triple-threat-emotet-deploys-trickbot-to-

steal-data-spread-ryuk-ransomware 

• https://blog.malwarebytes.com/threat-analysis/2017/08/trickbot-comes-with-

new-tricks-attacking-outlook-and-browsing-data/ 

• https://securelist.com/the-banking-trojan-emotet-detailed-analysis/69560/ 

• https://www.forcepoint.com/blog/x-labs/thanks-giving-emotet 

• https://www.fireeye.com/blog/threat-research/2019/04/pick-six-intercepting-

a-fin6-intrusion.html 

• https://nakedsecurity.sophos.com/2018/12/18/after-samsam-ryuk-shows-

targeted-ransomware-is-still-evolving/ 

• https://blog.malwarebytes.com/cybercrime/malware/2019/01/ryuk-

ransomware-attacks-businesses-over-the-holidays/ 
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